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New
Hardware
Support

Intergrating new products



NEW HARDWARE @CyberLock
New Products

* CyberKey X2
* Flex Il FlashReader Keypad
* ValidiKey Ring



NEW HARDWARE

© CyberlLock

Flex |l FlashReader Credential Options

* Now Supports Access by Bluetooth & IR
« Adds Credential Options as a door property

 BLE & CyberKey IR communication using
HMAC-256 challenge/response authentication

Credential Options

Note:Credential options are functional for the Flex System Flash RFID reader and the Flex
System Flash Keypad RFID reader.

RFID Card

IR (CyberKey or Foh)

Flash (Any mobile device)

Bluetooth (Cyber Access App)
Broadcast Strength: 6
Allow hands-free opening (proximity)



NEW HARDWARE

Cyber Access

© CyberlLock

* Bluetooth Door Access

« Assign access to the
door(s) and then send
Cyber Access via text or
email from the people
page

« One Touch Notification or
Hands Free

* Requires Flex Il
FlashReader or
FlashReader Keypad

% Cyber Access »| # Send Cyber Access  fw

B Journal € Reset Cyber Access Device

2 Cyber Access N§ Tl 89% W

Door opened
Desk_Flex_II_C2 has been sent an open request

~y Oealull

ACCESSIBLE DOORS IN RANGE

Desk_Flex_Il_C2

n Door
Rssi: -84 Ope 0o

ACCESSIBLE DOORS NOT IN RANGE
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Key RIngs

* Check Out Mechanical ,
Keys from ValidiKey - ;
Vaults -f

« Keys can be attached to
both ValidiKey Rings and
CyberKeys

« Using Mission number
and/or RFID Card




NEW HARDWARE

Key Ring Audit Trail & Groups

© CyberlLock

o Audit Trail Shows:

 When keys were checked out
and in

 Who checked the keys out and Iin

» ValidiKey rings can be grouped
to allow multiple copies of the
same mechanical keys to be
avallable for check out

Modifying ValidiKey Ring Group...

Group Name

Shop|_keys

ValidiKey Rings in this Group

Available ValidiKey Rings

Eilter these lists

Office_keys

Selected ValidiKey Rings

‘ Shop_Keys_1 ‘

‘ Shop_Keys_2 ‘




NEW HARDWARE

CyberKey X2

© CyberLock

* Replaceable battery
» Generation 2

* Less memory than Gen 2 T,
rechargeable key (2 MB) SpvarkelIN

« Only affects number of lock
downloads (~100)
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CyberAudit
Software

Updates to CAW 9.5
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Drag & Drop Item Choosers

* More people With Acc
m O d e r n a n d Avdilalle People and Tags Selected Peaple and Tags Avoilable Schedules
i ntu Itlve $ Adminisuation (624) I @ Abbey Mclaughiin e= 8-8:30 W B Ful Access
experience Aaden Jordan @ A\sina Maidonado <= Full Access prrry—yrep—

Srmoosn g
- Drag S
multiple
selections at
a time

Abram Parrish
Albril Clarke

Ace Atkinson
Adlison Velazquez E D shift

) Levy Mecomb bypass PIN

) Levy Mecomb Hold Open

222221212

B) M-F 8-5

I B - - . - e . e . .
B B e S " : 1=
5 = T T =
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Notebook

« Keep notes about people, keys, locks,
doors, communicators

 For each note the date and time of creation
and last modification, as well as the note
taker (CyberAudit-Web administrator) are

captured
Notebook for: Janitors Closet (2) 4
Modified Note Taker Category Note |
1/14/2022 41258 PM 1142022 412:58 PM TopLevel %feggrL'S 3 FEpEririel L Boi e 1
111472022 4:12:11 PM 1/14/2022 41211 PM ToplLevel Cleaned Lock Face




SOFTWARE

Notebook

© CyberlLock

* Options to allow
modifying and
deleting notes

 User definable
categories for
the notes

 All notes can be
seenina
Notebook report

Notebook Preferences
Misc

[J Allow users to edit notes
[ Allow users to delete notes

Notebook Categories

P
Name Color Hex
Maintenance Wl 215007 m
Storage |-|m m



SOFTWARE

© CyberLock

Report Options

* No longer just for Audit Events
« Emall reports periodically with notifications

« Automate reports with Report Execution
Web Service

Period

Audit Events -
® Every

Ifm[!lt Evenlts
Peaople and Keys O Weekly on
Cyberlocks
Flashlocks O Monthly on day
Doors O Quarterly
Motebook
Key Status O Yearly on
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Bulk Operations

* Check the specific fields

() Add tags to Selected

you want to “Apply To e

® Do not apply tags to Selected

Selected’.

‘ Agency ‘ Campus 2

« Tags can now add to or -
overwrite existing tags. -
@ Gates

Filter these lists

? A ?
None - Default Access Code -
O Apply ( Subsystem Code ) To Selected O Apply ( Access Code ) To Selected
/ ?
None - Single Key / No Delay -

(] Apply ( Secondary Access Code ) To Selected (] Apply (Mode / Delay ) To Selected



SOFTWARE

Links for Issuing Portable Link

© CyberlLock

« Send links that
iInstantly configure
portable links on
user devices

« Email for CyberLink
2 on PCs

 Text or Email on
Phones

» Uses specified
email or mobile
number in person
entry.

F Properties
Lock List Filter

= Send Issue Link

.I-Lh-l

B Audit Report —

B Journal

Use the following

link for Android/i0S
(CyberAudit-Link) with
your mobile device.
For Android/i0S
(CyberAudit-Link) app:
https://cyberauditweb
.com/cal?s=10.1
.200.3&3a=95al&in=

73493421

comm.irlink.sms.post
scriptZ
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Blue 3 Always Connectable

 Setting to allow on demand

CO””@Ction tO Blue 3 key [ ] Bluetooth radio will turn off until activated by lock contact
° N “ ol ” [ ] Bluetooth radio will turn off until activated with 3 taps on
PUtdS BLE in advertlsmg Cyberkey Blue 2 and CyberKey Flash
mode Bluetooth always connectable (CyberkKey Blue 3 only)
« Charge at least once per
week

Remember key account information

« Added setting in CyberAudit
Link to allow close to real | .
} } 7 Automatically close missions when
time retrieval of events and they expire
Closing of missions Automatically retrieve key events
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Maps & Location Graphics

« Updated version of the
Location Graphics SEM
(Old Name) to include
integration with Google
Maps.

* Place Locks directly onto
Google Maps and fetch
geo coordinates at that
position.

« See Locks located on
Google Maps based on
previously captured
geo coordinates.




